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Abstract: The emergence of edge computing has expanded the scope of Internet of Things (IoT) cloud-terminal
architecture. With the reduction of transmission and processing delays of massive data on terminal devices, it also brings
new security issues. Aiming at the problem of data security and management issues between edge nodes of loT and massive
heterogeneous devices, and considering that blockchain technology is widely used in the security management of data in
distributed systems, an loT access control model Smart Contract for Attribute-Based Access Control (SC-ABAC) was
proposed based on blockchain and edge computing. Firstly, an IoT access control architecture integrated with edge
computing was proposed, and by combining smart contracts with Attribute-Based Access Control (ABAC) , SC-ABAC was
proposed and designed. Then, the optimization of Proof of Work (PoW) consensus algorithm and the access control
management flow of SC-ABAC were given. Experimental results show that the time consumed by the proposed model
increases linearly with the number of times under continuous access to the block, the Central Processing Unit (CPU)
utilization rate is stable, and the CPU security is good during the continuous access process. In this model, the time
consumption of calling contracts in the query process only increases linearly with the times, and the time consumptions of the
strategy addition and judgment process are both constant. And the optimized consensus mechanism has about 18.37
percentage points less time consumption than PoW consensus per 100 blocks. Therefore, the proposed model can provide
decentralized, fine-grained and dynamic access control management in the loT environment, and can reach consensus faster

in a distributed system to ensure data consistency.

Y75 B 87 : 2021-04-20; & @ B #:2021-07-21 ; % F3 B #:2021-08-05. E&TH : HEKAREFILE B H (61561055) 5 2 7 4 HeAil
W £ (202101AT070098) 5 25 B A 7 AT LI AA T H 5 25 I K 2EWF T A= Q5L 4 8 B0 H (ysdyjs2020148) .

TEFB N KA (1997—) B LREEM N BEF5e A, EBERFSE 7 1) R 28 4 | IXHBE DIl OG0T I (1994—) 4 3]
FEE RGN B AR, S ) AR KR R RS (1980—), &, = E IR A, #%  TA CCP & B, RS [
P AT R D 24



%78

RAGH AT K 3dh 55 i it Joh dhp IR W 17 9] 42 ) AL A 2105

Key words: Internet of Things (IoT); edge computing; blockchain; access control; attribute access; signature

authentication

0 3%

Y8 ™ (Internet of Things, ToT) 2 38 a5 T 1k IR 452 ) &%
SR BRI MR PR 0 A R R BB A AH LA A DA 52
JRANE A 55, SE I T R o WG 0k I R 114 32
Ko, Wi B A W A TE T S M BRI, 23 8 L I 18] P 7 A R
kT A ) 5080 3 e ) 205 0 ] I A i 58l v T 4 A
A AN T B T T Sy IR A 5 % T i RO A B
o R g I SE [ A e ke B AR T R . IR ) R e
G AR SN T R G ) AR S £ [R] i o
TR . R ARG SO RS A, T
b IFAT HA 3 2579 R AT B R A 8 O 3R UBE s i
PSRN o PRI, B AT 300 G A A IR I 2R G ) 1 [R)
A2 ) [ R A T 98 R R

DX R AR T ke 78 22 b 7 T 4 A X R T A R
e, DR 22 e PERIBR A B AR BRIE RS 2 A AR Y
(i) s, 4 D 5 B0 9 AN T 5 0, R S 3 5 R R B o B AL
Bl , AR T Ik 0 30 2 PR RN e OB it TS 2 TP A
N RA A 8 8 At OG5 G A R, o TG X i 3. 07+ e
I BE A 24 DU ol 453 o DX HR e 7 AR e ey ] 42 ] ) 25
A TRMATRE . HATE ) Xk i e B i Gt 5 R
E0K O 1) ¢ 4 ) 1, R 22 2 A Sk B RL R AP B e 42T
TAD, X )R I 01 27 SR U TRl 1R R R A AF S0 AR 22 0L .
Nyamtiga 55 FUEF X 42 5t 25 1153 9 W 306 0 2 4 oh 300 B
24 VR 8 R P ) AL, SR T DX M B R S I 422 4 A i Lo 4
it o Ren %5 O] i) T 06 ) SRRSO 12 i 7t )
FH3R Gt 534k SRR Sk s T ey DX BB 52 B 1Y 2 42 A7 fi

FAE S PN SX A R I 2 A B U ) A A DG R TSR
A 2 s X et B AR 5 W I T &85 4, n o L A g
M — 3 T DX B (1 Lo U7 1] 42 T AE 42 5 SRR A2 4 1 0
T DX B (1 AR 4 R A 190 DA fife i 49 30 0 AR 175 (1] 5 e )
S o X B 118 o €017 [ 8 S R A R o 4 16K 1A
WA Z TR . e RGTES KRR N RS,
FRGEE AR A5 — P 3 DX Ml A0 205 1) 0 K T Al
PR S BOHE ) 7 e B T2 T IS
VELE R , BRINAFEAE M G719 SO R AT HE  HI 20 T Py Bk
RS B T, 30 2T 5 A T A B I s 7 3 2 T {5 AL o
DLBAIA , A s 200 1 30 G 1 S80Sk i RS Re T, B AT
Xof H AR MUA ST e A R e R L IROR B A 2%
W AR YT TRl R e A

XS IR IR R, A A WAL G 4R A X Hes 5 i 250k
AU R FE R F R T AT ST BN R S
7 Al AR, EL A, 78 B ) = )3 200 1 Sty 1t
IR = T4 ARG 7R TR T Y g 1) 5 AL o A
il b, K U R 928 T DR SR A8 i IX B TP B B BB B 20 T T, TiT A
S0 U TT N e FUEOHE A%  , $2 L T SC-ABAC (Smart
Contract for Attribute-Based Access Control ) 1/ [n] 2 il 2 A4 | X
SIEIRAER I 0 A A8 ) 4 RS R
1 E T X Besk oy My B W3 3] 4% o] & ZE AL
1.1 SRR E R WER I 7 [8) 452§ 22 4ai% it

A I3 G TS (% W Bk I 7 ) 42 ) 4S8 A A 43Ry 3 A
B ToT 3048 A BIASTHR | ToT B A 15 0] 42 T B A Lo T 158 25 K8
R, BRI 1R

ToTH i i BLASTH Zl‘iﬁé ToTBE 7 U ) F5 il A e To T i Hi i BRI HR
s R R 2 Bt | Ses
- R SR
Bﬁ%?&ﬁl‘nli‘%ﬁ%ﬂffﬁﬁ% J—
I [ —
PIRGER [ | e ay " s ((LREAH
. = WM | || [ i—
sy | WI%5 | WiFi 3G/4G/5G h| IAME : - Az |5 - —
Som A Zigbee S IMITES I e SN AR BT ES <
B Bluetooth | |93 |4 8| [RER| |5 1 o | B | [fEbEH D
?‘ff\ NB-IoT NS . Ak 4 .
s MQTT | EIGER [ | == [EE8 e | ik
il R B Bl || et
NS ﬁ@ﬁ/ ] Frfif
Py Ll W
(=550 1 Epi
T
BT B 250 ToT Vilal 2 il 4248 31
Fig. 1 Design of IoT access control architecture integrated edge computing
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Fig. 2 Flowchart of smart contract implementation based on SC-ABAC
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based on digital signature
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blockchain system being successfully attacked
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